(19) 


J 


(12) 


(43) Date of publication: 

14.04.1999 Bulletin 1999/15 

(21) Application number: 98116998.0 

(22) Date of filing: 08.09.1 998 


Europalsches Patentamt 
European Patent Office 

Office europeen des brevets (1 1 ) 

EUROPEAN PATENT APPLICATION 

(51) Int el. 6 : G11B 20/00, G11B20/18 


EP 0 908 881 A2 g 


vo 

w2 


CDC3 
U 


(84) Designated Contracting States: 

• Ando, Hideo, 

AT BE CH CY DE DK ES R FR GB GR IE IT LI LU 

c/o Kabushiki Kaisha Toshiba 

MCNLPTSE 

Minato-ku, Tokyo 105-8001 (JP) 

Designated Extension States: 

* Kojima, Tad as hi, 

ALLTLVMKROSI 

c/o Kabushiki Kaisha Toshiba 


Minato-ku, Tokyo 105-8001 (JP) 

(30) Priority: 16.09.1997 J P 251022/97 

• Htrayama, Kouichi, 


c/o Kabushiki Kaisha Toshiba 

(71) Applicant: 

Minato-ku, Tokyo 105-8001 (JP) 

KABUSHIKI KAISH A TOSHIBA 

Kawasaki-shi (JP) 

(74) Representative: 


Henkel, Feiler, Hanzel 

(72) inventors: 

Mdhlstrasse 37 

• Yamada, Hisashi, 

81675 Munchen (DE) 

c/o Kabushiki Kalsha Toshiba 

Minato-ku, Tokyo 105-8001 (JP) 
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[0001 ] This invention relates to copy protection of recording data in a disk recording/reproducing system (medium 
recording apparatus, reproducing apparatus). 

[0002] Further, this invention relates to copy protection for a data recording medium which requires a dishonest codv 
preventing process for protection of copyright or the like. 

[0003] Further, this invention relates to copy protection for a reproducing apparatus for reproducing data from a data 
recording medium such as an optical disk by use of convergent light obtained by converging a laser beam 
[0004] Conventionally, the copy protection technique has been used for protecting the copyright of a video software 
or the like. As a typical example of a software which requires copy protection, a DVD video disk and DVD-ROM disk 
using a digital recording system are provided (DVD is an abbreviated term for indicating a digital video disk or digital 
versatile disk). Conventionally, the encryption technique has been used for copy protection. for the digital recordina 
video softwares. y 
[0005] The copy protection method using the encryption technique is effective in the DVD video disk or DVD-ROM 
disk in which encrypted data is previously recorded. However, in the case of a DVD-RAM in which the user can newlv 
record data, the following problems occur. 

(1) It is difficult to manage the encryption key necessary at the time of encryption. 

(2) It is difficult to attain a strong encryption process for a disk recording/reproducing apparatus (such as a DVD- 
RAM recorder capable of effecting the digital recording and reproducing processes like an analog video cassette 
recorder which is widely used) which is put under the control of the user and the encryption tends to be deciphered 

(3) In a case where the encrypting and decrypting processes can be effected on the disk recording/reproducinq 
apparatus side, a copy of the content of data which is required to be protected from being copied can be easily 
made by effecting a process of decrypting data which is formed and encrypted by the user by use of another disk 
recording/reproducing apparatus and then encrypting the data again. 

[0006] As described above, when the recording/reproducing apparatus of digital video data is considered it is difficult 
to effectively attain the copy protecting function using the encryption technique. 

Sl^' if an 3ttempt iS made t0 effect the copy P rotectin 9 P«ess by use of an independent method for the 
DVD-RAM data recording medium on the DVD-RAM driver side, there occurs a problem that the copy protection 
processing circuit will become complicated when the data recording medium is reproduced by use of a DVD-ROM driver 
or the DVD-ROM disk is reproduced by use of a DVD-RAM driver (this may cause the product cost of the DVD-RAM 
driver to increase). 

[0008] An object of this invention is to provide a copy protection system which stably and strongly prevents dishonest 
copying for a recordable digital data recording medium such as a DVD-RAM disk and can be commonly used for various 
types of data recording media containing reproduction-only data recording media. 

[0009] This invention is a copy protecting method for an optical medium comprises a writing step of writing watermark 
data as ECC data in a data storage area of a disk having a certain data stored therein. 

[001 0] And it further comprises an extraction step of extracting the watermark data from the ECC data of the disk- and 
a determination step of comparing the extracted watermark data with collation data and determining a validity of the 
disk based on the result of comparison. 

[001 1 ] Based on the above feature, this invention prevents the dishonest copying process as follows Now consider 
a case wherein a third party who wants to effect the dishonest copying of a disk attempts to dishonestly copy the disk 
into another disk by use of a disk reproducing apparatus and a disk recording apparatus which receives an output 
thereof. When the third party loads the disk on the reproducing apparatus and reads the disk, storage data such as 
video image is output as it is from the reproducing apparatus, but the watermark data is eliminated together with other 
error data by an error correction circuit since the water mark data is ECC data. Therefore, only the storage data having 
the electronic watermark data eliminated therefrom is output from the reproducing apparatus and supplied to the 
recording apparatus. As a result, the recording apparatus records only the storagedata having no electronic watermark 
data into a new disk. 

[0012] Next if the copied disk is read by use of a reproducing apparatus having an electronic watermark collating 
function, the electronic watermark cannot be extracted and the collating process cannot be effected and the disk is 
detected as an invalid disk. Thus, a copy-protected disk which can be prevented from dishonest copying by use of a 
normal disk reproducing apparatus and disk recording apparatus can be attained. The electronic watermark collating 
process is effected before the electronic watermark data is extracted by the error correction circuit 
[0013] The copy protecting method of this invention attains the copy protecting function by eliminating the electronic 
watermark data at the time of dishonest copying by the third party by use of the error correction circuit which is normally 
provided in the DVD reproducing apparatus. 
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[0014] Further, this invention is an optical medium comprising a data storage area provided on a disk, for storing data; 
and a plurality of ECC blocks provided in the data storage area, for storing watermark data as ECC data together with 
a certain data. 

[0015] This invention specifies a disk in which electronic watermark data used for the copy protecting method is 
5 stored. In the disk, electronic watermark data is stored as ECC data in each ECC block of the data storage area. In the 

reproducing apparatus, the electronic watermark data is read out and compared with the collation data. In this case, if 

the similarity of certain level or higher level can be attained between them, the disk is determined as a valid disk having 

the electronic watermark. However, if the similarity of certain level cannot be detected, the disk is determined as an 

invalid disk and an error is displayed and disk reproduction is interrupted. 
10 [0016] Further, this invention is an optical disk reproducing apparatus comprising extracting means for extracting 

watermark data from ECC data of a disk in which the watermark data is stored as the ECC data in a data storage area 

of the disk having a certain data stored therein. 

[0017] And it further comprising determining means for comparing the extracted watermark data with collation data 
and determining a validity of the disk based on the result of comparison; and output means for eliminating the error data 

is and watermark data from the certain data based on the ECC data and then outputting the certain data. 

[0018] This invention specifies the reproducing apparatus having the electronic watermark data collating function for 
copy protection. That is, the electronic watermark data stored as the ECC data is extracted by the reproducing appara- 
tus and compared and collated with the collation data stored in part of the recording area of the disk, for example. In 
this case, if the similarity of certain level or higher level can be attained between them, the disk is determined as a valid 

20 disk having the electronic watermark, and if the similarity of certain level cannot be detected, the disk is determined as 
an invalid disk. 

[001 9] Further, since the electronic watermark data is eliminated as ECC data by the error correction circuit after the 
collating process, image data or the like can be recorded if the output of the reproducing apparatus is connected to the 
recording apparatus to dishonestly copy the disk into a new disk, but all of the data containing the electronic watermark * 
25 data cannot be copied. As a result, a reproducing apparatus which can realize the easy and strong copy protection by 
use of the error correction function can be provided. 

[0020] This summary of the invention does not necessarily describe all necessary features so that the invention may 
also be a sub-combination of these described features. 

[0021] The invention can be more fully under stood from the following detailed description when taken in conjunction 
30 with the accompanying drawings, in which: 

FIG. 1 A is a perspective view for illustrating the structure of a variably recordable optical disk used in a DVD digital 
video recorder; 

FIG. 1 B is a diagram showing an ECC block containing electronic watermark data therein according to one embod- 
35 iment of this invention; 

FIG. 2 is a flowchart for illustrating one example of a method for recording data containing an electronic watermark 
according to one embodiment of this invention; 

FIG. 3 is a flowchart for illustrating another example of a method for recording data containing an electronic water- 
mark according to one embodiment of this invention; 
40 FIG. 4 is a flowchart for illustrating one example of a method for reproducing data containing an electronic water- 
mark (password) according to one embodiment of this invention; 

FIG. 5 is a block diagram showing an error correction circuit and electronic watermark data extracting section 
according to an embodiment of this invention; 

FIG. 6 is a block diagram showing an ECC block encoding circuit and electronic watermark data inserting section 
45 according to an embodiment of this invention; 

FIGS. 7A and 7B are diagrams showing the content of the electronic watermark data having a parity code attached 
thereto; 

FIG. 8 is a diagram showing an example in which the position of electronic watermark data inserted in the ECC 
block according to a second embodiment of this invention is changed; 
so FIG. 9 is a diagram showing another example in which the position of electronic watermark data inserted in the 
ECC block according to a second embodiment of this invention is changed; 

FIG, 10 is a diagram for illustrating a pattern (pattern A) of electronic watermark data inserted in the ECC block 
according to the second embodiment of this invention; 

FIG. 1 1 is a diagram for illustrating a pattern (pattern B) of electronic watermark data inserted in the ECC block 
55 according to the second embodiment of this invention; 

FIG. 12 is a diagram for illustrating a pattern (pattern C) of electronic watermark data inserted in the ECC block 
according to the second embodiment of this invention; 

FIG. 13 is a block diagram for illustrating the construction of a disk recording/reproducing apparatus according to 
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an embodiment of this invention; 

FIG. 14 is a diagram showing the basic relation between the hierarchical file system structure and the.contents of 
data recorded on a data recording medium; 

FIG. 1 5 is a diagram for illustrating the description contents of a long allocation descriptor; 

5 FIG. 1 6 is a diagram for illustrating the description contents of a short allocation descriptor; 

FIG. 17 is a diagram for illustrating the description contents of unallocated space entry; 
FIG. 18 is a diagram for illustrating the description contents of file entry which is partly extracted; 
FIG. 1 9 is a diagram for illustrating the description contents of a file identifier descriptor which is partly extracted; 
FIG. 20 is a diagram for illustrating an example of the construction of a file system; 

io FIG. 21 is a first partial diagram for illustrating an example in which a file system is constructed on the data record- 
ing medium according to a universal disk format (UDF); 

FIG. 22 is a second partial diagram for illustrating an example in which a file system is constructed on the data 
recording medium according to the UDF together with FIG. 21 ; and 

FIG. 23 is a third partial diagram for illustrating an example in which a f ile system is constructed on the data record- 
15 ing medium according to the UDF together with FIGS. 21 and 22. 

[0022J There will now be described copy protecting system using an electronic watermark according to this invention 
with reference to the accompanying drawings. 

[0023] First, a medium and a recording/reproducing apparatus for reproducing the medium according to a first embod- 

20 iment of this invention are explained in detail below. 

[0024] FIG. 1 A is a perspective view for illustrating the structure of a variably recordable optical disk used in a DVD 
digital video recorder. As shown in FIG. 1, the optical disk 10 has a structure in which a pair of transparent substrates 
1 4 having recording layers 1 7 formed thereon are laminated to each other by an adhesive layer. Each of the substrates 
14 can be formed of a polycarbonate film of 0.6 mm thickness and the adhesive layer 20 can be formed of an extremely 

25 thin (for example, 40 thick) ultraviolet curing resin. The large-capacity optical disk 10 of 1.2 mm thickness can be 
obtained by laminating the pair of substrates 1 4 of 0.6 mm thickness with the recording layers 1 7 set in contact with the 
surfaces of the adhesive layer 20. 

[0025] The recording layers 17 can be formed to have a ROM/RAM two-layered structure. In this case, a RAM 
layer/phase variation recording layer 17B is formed in a far-distant position as viewed from a readout surface 19. 
30 [0026] A central hole 22 is formed in the optical disk 1 0 and a clamp area 24 for clamping the optical disk 1 0 at the 
time of rotation driving is formed around the central hole 22 on each surface of the disk. In the central hole 22, a spindle 
of a disk motor is inserted when the optical disk 10 is loaded on a disk driving device (not shown). The optical disk 10 
is clamped during the rotation in the clamp area 24 by use of a disk clamper (not shown). 

[0027] The optical disk 1 0 has a data area 25 in which video data, audio data and other data can be recorded around 
35 the clamp area 24. 

[0028] A lead-out area 26 is formed on the outer peripheral side of the data area 25. Further, a lead-in area 27 is 
formed on the inner peripheral side around the clamp area 24. A data recording area 28 is defined between the lead- 
out area 26 and the lead-in area 27. 

[0029] For example, a recording track is continuously formed in a spiral form on the recording layer (light reflection 
40 layer) 17 of the data area 25. The continuous track is divided into a plurality of physical sectors and consecutive num- 
bers are attached to the sectors. Various data is recorded on the optical disk 10 by using the sector as a recording unit. 
[0030] The data recording area 28 is an actual data recording area and video data (main video data), sub-video data 
such as a caption and menu and audio data such as a speech and sound effect of a movie or the like are recorded as 
recording/reproducing data in the form of pit string (phase status or physical shape which causes an optical variation in 
45 the laser reflection light). 

[0031] If the optical disk 10 is a double-face recording RAM disk with each surface formed of a single layer, each of 
the recording layers 17 can be formed of a three-layered structure in which a phase variation recording material layer 
(for example, Ge 2 Sb2Te 5 ) is held between two layers of mixtures of zinc sulfide and silicon oxide (ZnS Si0 2 ). 
[0032] If the optical disk 1 0 is a single-face recording RAM disk with each surface formed of a single layer, the record- 
so ing layer 1 7 on the readout surface 1 9 side can be formed of a three-layered structure containing the above phase var- 
iation recording material layer. In this case, the layer 17 located far apart as viewed from the readout surface 19 is not 
necessarily a data recording layer and may be a dummy layer. 

[0033] If the optical disk 1 0 is a single-face reading type two-layered RAM/ROM disk, the two recording layers 1 7 can 
be formed of a phase variation recording layer (in a far-distant position as viewed from the readout surface 19; read- 
55 ing/writing) and a semi-transparent metal reflection layer (in a nearer position as viewed from the readout surface 19; 
reproducing only). 

[0034] If the optical disk 1 0 is a write once DVD-R, polycarbonate can be used for the substrate, gold can be used for 
a reflection film (not shown) and ultraviolet curing resin can be used for a protection film (not shown). In this case, an 
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organic coloring matter is used for the recording layer 17. As the organic coloring matter, cyanin, squalelium, clokonick, 
triphenylmenthane-series coloring matter, xanthene, quinone-series coloring matter (naphtoquine, anthraquine or the 
like), metal complex-series coloring matter (phtalocyan, porphyrin, dithiol comlex or the like) or the like can be used. 
[0035] The operation of writing data into the DVD-R disk can be effected by use of semiconductor laser with the wave- 
s length of 650 nm and output power of 6 to 12 mW. 

[0036] If the optical disk 10 is a single-face reading type two-layered ROM disk, the two recording layers 17 can be 
formed of a metal reflection layer (in a far-distant position as viewed from the readout surface 19) and a semi-transpar- 
ent metal reflection layer (in a nearer position as viewed from the readout surface 19). 

[0037] In the read-only DVD-ROM disk 10, a pit string is previously formed in the substrate 14 by use of a stamper, a 
jo reflection layer such as a metal layer is formed on the surface of the substrate 14 on which the pit string is formed and 
the reflection layer is used as the recording layer 17. With the above DVD-ROM disk 10, generally, a groove used as the 
recording track is not specifically formed and the pit surface formed on the surface of the substrate 14 is used as the 
track. 

[0038] In the various types of optical disks 10 described above, ROM data of reproducing-only is recorded on the 
is recording layer 17 as an emboss signal. In contrast, such an emboss signal is not formed in the substrate 14 having the 
reading/writing (or write once) type recording layer 17, but a continuous groove is formed instead thereof. A phase var- 
iation recording layer is formed in the groove. In the case of a reading/writing type DVD-RAM disk, a phase variation 
recording layer on the land portion in addition to the groove portion is used for data recording. 
[0039] If the optical disk 10 is a single-face reading type (irrespective of whether the recording layer is a single-layered 
20 type or double-layered type), the substrate 14 which is on the rear surface side as viewed from the readout surface 19 
is not necessarily transparent with respect to the reading/writing laser beam. In this case, a label printing may be made 
on the whole surface of the rear side substrate 14. 

[0040] A DVD digital video recorder which will be described later is so constructed that the repetitive recording/repet- 
itive reproducing (reading/writing) operation for the DVD- RAM disk (or DVD-RW disk), the one time recording/repetitive 
25 reproducing operation for the DVD-R disk, and the repetitive reproducing operation for the DVD-ROM disk can be 
effected. 

[0041] Electronic watermark data according to this invention is stored into a preset area in the above-described 
medium. 

[0042] FIG. 1B is a diagram showing an ECC block containing electronic watermark data therein according to one 
30 embodiment of this invention. In this case, an example of one ECC block structure is shown when data is recorded as 
the ECC block used as one unit on a reproducing-only data recording medium such as a DVD-ROM or DVD video. 
[0043] An error correction code (ECC code) called an inner parity code (PI) is attached in a column direction 4 to data* 
recorded in an original signal field 1 1 before an error correction code is attached. The code is arranged in a PI field 12 
in FIG. 1. Further, at this time, an error correction code (ECC code) called an outer parity code (PO) is calculated and 
35 arranged in a PC field 1 3. 

[0044] In this state, electronic watermark data items of a to p (a to p is 1 -bit data of "1 " or "0") are inserted in preset 
positions in a preset sequence in an overwriting manner. Then, the data is recorded on the rewritable data recording 
medium such as a DVD-RAM with the configuration of FIG. 1 kept unchanged. 

[0045] When data is reproduced from the data recording medium, electronic watermark data is read out by extracting 
40 data items a to p from the preset position according to the predetermined sequence. If the thus readout electronic 
watermark data coincides with collation data, data recorded on the data recording medium is determined as original 
data (data which is not dishonestly copied). 

[0046] Electronic watermark data of a to p in FIG. 1 is regarded as intentionally added defective data as viewed from 
the outer parity code or inner parity code in the ECC block. Therefore, when data shown in FIG. 1 is reproduced, the 
45 defective data (electronic watermark data) of a to p is corrected by the error correction process. Thus, an original signal 
(corresponding to data having the contents required to be prevented from being dishonestly copied) before the elec- 
tronic watermark data is inserted can be obtained. 

[0047] Now, consider a case wherein a dishonest third party dishonestly copies data from which the electronic water- 
mark data is eliminated by the error correction process on a digital recordable data recording medium such as a DVD- 

50 RAM o r DVD-R. In this case, only data (containing no electronic watermark data) obtained after the error correction 
process is transferred to and copied in a disk at the dishonest copy destination. That is, data from which the electronic 
watermark data is eliminated by the error correction function is copied in the dishonest copy destination. 
[0048] When data dishonestly copied on the data recording medium is reproduced by a reproducing apparatus, no 
electronic watermark data can be detected even if the electronic watermark data of a to p is searched for. In this case, 

55 the data recording medium is determined as a dishonestly copied medium, and alarm display indicating the dishonest 
copy is made and the reproducing process is interrupted. 

[0049] If the data amount of the electronic watermark data (a to p) of FIG. 1 increases, the error correction ability is 
exceeded and there occurs a possibility that data before the electronic watermark data is added cannot be reproduced. 
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That is, the data amount of the electronic watermark data which can be added for each ECC block has an upper limit. 
The upper limit value is preferably set to approx. 1/10000 or less of the whole data amount constructing one ECC block 
as a value determined by taking a certain amount of margin with respect to the error correction ability into consideration 
when a product code is used for the error correction system. 

[0050] As a concrete example, in the DVD standard utilizing the product code in the error correction system, ft is pref- 
erable to set the amount of electronic watermark data for one ECC block to approx 3 bytes or less since the whole data 
amount for one ECC block is approx. 32 kilo-bytes. That is, it is preferable to express the electronic watermark data by 
a combination of one-bit codes using up to 24 to 26 bits in total. 

[0051 J In a product code ECC block of 32 kilo-byte unit used in the DVD, the error correction for an error up to 5 bits 
for one column in the column direction 4 in FIG. 1 can be made. Likewise, the error correction for an error up to 5 bits 
for one row in the row direction 5 can be made. Therefore, electronic watermark data of 5 bits at maximum for each col- 
umn or row can be inserted. 

[0052] However, in order to make it possible to effect the error correction process even if a large amount of errors due 
to defects on the data recording medium occur, it becomes necessary to distribute and insert the electronic watermark 
data into the ECC block so that the electronic watermark data will not be localized in a specified column or specified 
row. In the example of FIG. 1 , the electronic watermark data is arranged in a staggered form so as to set the amount of 
the electronic watermark data for one column (or one row) to one bit or less. 

[0053] The explanation made so far is a basic explanation for a case wherein data having the structure of FIG. 1 is 
previously recorded on the reproducing-only data recording medium (such as a DVD-ROM). The basic explanation can 
also be applied to a recordable data recording medium (such as a DVD-RAM). 

[0054] The construction of a disk recording/reproducing apparatus is explained before the method for recording data 
on the recordable recording medium by the user is explained. 

[0055] The disk recording/reproducing apparatus is roughly divided into a disk recording/reproducing section (physi- 
cal series block) for recording and reproducing data with respect to the data recording medium and an application con- 
structing section (application block) constructed by a function performing section for performing independent apparatus 
functions as the disk recording/reproducing apparatus and an interface section with respect to the exterior. 
[0056] First, the internal construction of the disk recording/reproducing section (physical series block) in the disk 
recording/reproducing apparatus is explained with reference to FIG. 13. 

< ( < Function Explanation of Disk Recording/Reproducing Section ) ) ) 

((Basic Function of Disk Recording/Reproducing Section)) 

[0057] In the disk recording/reproducing section, new data is recorded or rewritten (including deletion of data) in a 
preset position on a data recording medium (optical disk) 201 by use of a convergent light spot of laser beam. 
[0058] Data which is already recorded is reproduced from a preset position on the data recording medium (optical 
disk) 201 by use of a convergent light spot of laser beam. 

(( Basic Function Performing Means of Disk Recording/Reproducing Section)) 

[0059] In order to attain the basic function, a convergent light spot is traced (followed) along a track (not shown) on 
the data recording medium 201 in the disk recording/reproducing section. The data recording/reproducing/deleting 
operations are switched by changing the light amount (strength) of the convergent light spot applied to the data record- 
ing medium 201 . A recorded signal Sd supplied from the exterior is converted into an optimum signal so that the signal 
can be recorded at high density and low error rate. 

( ( ( Structure of Mechanism Section and Operation of Detecting Section ) ) ) 

( ( Basic Structure of Optical Head 202 and Signal Detecting Circuit)) 

(Signal Detection by Optical Head 202) 

[0060] The optical head 202 is basically constructed by a semiconductor laser element (not shown) which is a light 
source, photodetector and object glass. 

[0061] Laser light emitted from the semiconductor laser element is converged on the data recording medium (optical 
disk) 201 by the object glass. User light reflected from a light reflection film or light reflective recording film of the data 
recording medium (optical disk) 201 is photoelectrical^ converted by the photodetector. 

[0062] A detected current obtained in the photodetector is subjected to the current-voltage conversion by an amplifier 
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213 and is used as a detection signal. The detection signal is processed by a focus track error detecting circuit 217 or 
binarizing circuit 212. 

[0063] Generally, the photodetector is divided into a plurality of light detecting areas to individually detect variations 
in the amounts of light applied to the respective light detecting areas. The calculations of addition and subtraction are 
5 performed for the individual detection signals in the focus track error detection circuit 21 7 to detect focus deviation and 
track deviation. After the detected focus deviation and track deviation are substantially eliminated, a variation in the 
amount of reflected light from the light reflection film or light reflective recording film of the data recording medium (opti- 
cal disk) 201 is detected and a signal on the data recording medium 201 is reproduced. 

10 (Focus Deviation Detecting Method) 

[0064] As a method for optically detecting the focus deviation amount, the following methods are provided, for exam- 
ple. 

is [Astigmatism Method] 

[0065] This method is to arrange an optical element (not shown) which causes astigmatism in the detection optical 
path of laser light reflected light from the light reflection film or light reflective recording film of the data recording 
medium (optical disk) 201 and detect a variation in the shape of the laser light applied to the photodetector. The tight 
20 detecting area is divided into four areas by the diagonal lines. A difference between two added detection signals for the 
diagonal positions among the detection signals derived from the light detecting areas is derived by the focus track error 
detecting circuit 21 7 to obtain a focus error detection signal. 

[Knife-Edge Method] 

25 

[0066] This method is to arrange a knife edge which asymmetrically shields part of laser light reflected from the data 
recording medium 201 . The light detecting area is divided into two areas and a difference between the detection signals 
derived from the detection areas is derived to obtain a focus error detection signal. 
[0067] Generally, one of the astigmatism method and knife-edge method is used. 

30 

(Track Deviation Detecting Method) 

[0068] The data recording medium 201 has a spiral-form track or concentric tracks and data is recorded on the track. 
A convergent light spot is traced along the track to reproduce or record/delete data. In order to stably trace the conver- 
35 gent light spot along the track, it is necessary to optically detect the relative positional deviation between the track and 
the convergent light spot. 

[0069] As the track deviation detecting method, the following methods are generally used. 
[Differential Phase Detection Method] 

40 

[0070] This method is to detect a variation in the strength distribution on the photodetector of laser light reflected from 
the light reflection film or light reflective recording film of the data recording medium (optical disk) 201 . The light detect- 
ing area is divided into four areas by the diagonal lines. A difference between added detection signals for the diagonal 
positions among the detection signals derived from the light detecting areas is derived by the focus track error detecting 
45 circuit 21 7 to obtain a track error detection signal. 

[Push-Pull Method] 

[0071 ] This method is to detect a variation in the strength distribution on the photodetector of laser light reflected from 
so the data recording medium 201 . The light detecting area is divided into two areas and a difference between the detec- 
tion signals derived from the detection areas is derived to obtain a track error detection signal. 

[Twin-Spot Method] 

55 [0072] This method is to arrange a diffracting element or the like in a light transmission system between the semicon- 
ductor laser element and the data recording medium 201 to divide light into a plurality of wave fronts and detect a var- 
iation in the amount of reflected light of 7 primary diffraction light applied to the data recording medium 201. A light 
detection area for individually detecting variations in the amounts of reflection light of +primary diffraction light and -pri- 
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mary diffraction light is arranged separately from the light detection area for defecting the reproduced signal and a dif- 
ference between the detection signals is derived to obtain a track error detection signal. 

(Object Glass Actuator Structure) 

STUS ob jed glass (not shown) for converging laser light emitted from the semiconductor laser element on the 

01 IS 80 COnStrUCted 85 10 mWe in lW °- axial direc,ions acc o rdi "9 to an output current™ me 
object glass actuator dnvmg circuit 218. Two moving directions of the object glass are as follows ^.at is the obieS 
g^ss moves ,n a vertical direction with respect to the data recording medium 201 for correction^ the t us £2E 
f„^T^ 3 radial direC " 0n 0f * 6 0313 recore,ino medium 201 for "'action of the track deviation 

E } ^T^fT*" 1 (n0t Sh0wn) of the ^ eCl 9,ass is M an 9'ass actuator. As the object glass 
actuator structure, the following structures are often used, for example. 

[Axial Sliding System] 

E ^hiff 6 " 1 fe a ' yStem j n Which 8 blade int69ral| y formed with the ooj e « glass is moved along the central axis 

SL!!nS d ^ 3 ? reCt,0n a ' 0n9 the central 3x18 10 the ,ocus **«on ^ theblade is rota?* 
with the central axis set as a center to correct the track deviation. 

[Four Wire System] 

[0076] This system is a system in which a blade integrally formed with the object glass is connected to a fixed system 
vb four wires and the blade ,s moved in two axial directions by use of elastic deformation of the wires 
[0077] In each of the above systems, a permanent magnet and a coil are used and the blade is moved by oassina a 
current in the coil connected to the blade. y P 3 ^'^ a 

((Rotation Control System of Data Recording Medium 201 » 
Snd^ 

IE H 16 r ° 1 ^ 0n ^f-^ ,hS d3ta reC ° rdinS medium 201 is detec,ed b V a produced signal obtained from the 

h *T ° • ^ deteC,i ° n Si9na ' (ana '° 9 Si9nal ) 0utout from 816 213 is convert^ 

PlS u?21 SIS onT"?, V? ^ 3 SiSna ' ° f P6ri0d (re,efenCe d0Ck Sign3 ^ is generated fr ° m a 

PLL c rcurt 21 1 based on the above d.gital signal. A data recording medium rotation speed detecting circuit 214 detects 

* Motabon speed oftte data recording medium 201 by use of the above signal and outputs the value thereof 

EEL ™ ^ 6 f 6 01 ^ r6COrdin9 mediUm r0t3 * 0n Speed ^Ponding to the rad^osition in 
wh,ch the reproducing operation or the recording/deleting operation is effected on the data recording medium 201 s 

? 3 ^ m6m0ry 21a " <he r6pr0duCin9 P°^ on ° r * e recordingAleletinVZ o ! 
thf dTS„ a n SeC ,„T ,° refe,S t0 ^ 01 1,16 semicondu <** ™™ry 21 9 to set a target rotation^ of 

the data recording medium 201 and notifies the value to a spindle motor driving circuit 215 

. .v 6 SPind !! , m ^ f driYing ° irCUit 215 ' 3 difference between tar9et «***» ^eed and an output signal 
(present rotation speed) of the data recording medium rotation speed detecting circuit 214 is derived anS aSa cur 

S t ■ "S?S£i h , 0UtPUt Si9na ' °' the da,a recordin9 medium '° lat ™ speed detecting circuit 

Sth ^ tho 9 T 9 f f T enCy corres P° ndin9 to rotation speed of the data recording medium 201 a^d 

0< ^ PU ' Se Si9na ' ^ (freqU6nCy rt Ph3se «*"> * « ha 

((Optical Head Moving Mechanism)) 

pn^L^" 1 , h ^ ^"l ° PtiCal h6ad m0Vin9 mech anism (forwarding motor) 203 for moving an optical head 
202 in the radial direction of the data recording medium 201 . 

[0083] As a guide mechanism for moving the optical head 202. a rod-like guide shaft is used in many cases In the 
guide mechanism, the optical head 202 is moved by use of friction between the guide shaft and the b^shSched to 

EinT h ° U9h Sh0Wn IT 6 draWin9 ' ^ driving force fra^sion method for moving the optical head 202 can 
be attaned by arranging a rotation motor with a pinion (rotation gear) on the fixed system, arranging a rack which tea 
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linear gear and engages with the pinion on the side surface of the optical head 202 and converting the rotation move- 
ment of the rotation motor into the linear movement of the optical head 202. As the other driving force transmission 
method, a linear motor system for arranging a permanent magnet on the fixed system and passing a current in the coil 
disposed on the optical head 202 to linearly move the same in a certain direction may be used in some cases. 
5 [0085] In either method using the rotation motor or linear motor, basically, the driving force for moving the optical head 
202 is generated by passing a current in the forwarding motor. The driving current is supplied from a motor driving cir- 
cuit 216. 

( ( < Functions of Various Control Circuits ) ) ) 

10 

( ( Convergent Light Spot Tracing Control ) ) 

[0086] A circuit for supplying a driving current to an object glass actuator (not shown) in the optical head 202 accord- 
ing to an output signal (detection signal) of the focus track error detection circuit 217 to correct the focus deviation or 
is track deviation is the object glass actuator driving circuit 218. The driving circuit 218 contains a phase compensation 
circuit for improving the characteristic in accordance with the frequency characteristic of the object glass actuator in 
order to make the object glass movement responsive at high speed up to the high frequency range. 
[0087] In the object glass actuator driving circuit 218, the following processes are effected in response to an instruc- 
tion from the controller section 220. 

20 

(a) The ON/OFF process of the focus/track deviation correcting operation (focus/lrack loop) 

(b) The process (effected at the OFF time of the focus/track loop) for moving the object glass in the vertical direction 
(focus direction) of the data recording medium 201 at low speed 

(c) The process for slightly moving the object glass in the radial direction (in a direction across the track) of the data 
25 recording medium 201 by use of a kick pulse to move the convergent light spot to the adjacent track. 

( ( Laser Light Amount Control )> 

(Switching Operation between Reproducing Process and Recording/Deleting Process) 

30 

[0088] The operation of switching between the reproducing process and the recording/deleting process is effected by 

changing the light amount of the convergent light spot applied on the data recording medium 201 . 

[0089] Generally, the following expression (1) holds for the data recording medium using the phase variation system. 

35 [light amount at recording time] > [light amount at deleting time] > (light amount at reproducing time] (1) 

[0090] The following expression (2) generally holds for the data recording medium using the photo-electromagnetic 
system. 

40 flight amount at recording time] * [light amount at deleting time] > [light amount at reproducing time] (2). 

[0091 ] In the case of photo-electromagnetic system, the recording and deleting processes are controlled by changing 
the polarity of the external magnetic field (not shown) applied to the data recording medium 201 at the recording/delet- 
ing time. 

45 [0092] At the data reproducing time, a constant amount of light is continuously applied to the data recording medium 
201. 

[0093] When new data is recorded, an amount of intermittent pulse-like light is superposed on the light amount 
applied at the reproducing time. When the semiconductor laser element emits a pulse with a large amount of light, the 
light reflective recording film of the data recording medium 201 locally causes an optical variation or a variation in the 
so shape to form a recording mark. Also, when data is overwritten on the area in which data is already recorded, a pulse 
is emitted from the semiconductor laser element 

[0094] Data which is already written is deleted, a constant amount of light larger than that applied at the reproducing 
time is continuously applied. When data is continuously deleted, the amount of applied light is returned to that of the 
reproducing time for each specified period, for example, for each sector unit to intermittently reproduce data in parallel 
55 with the deleting process. Thus, the deleting process is effected while confirming that the deleting track is not erroneous 
by intermittently reproducing the track number and address of the track to be deleted. 
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(Laser Light Emission Control ) 


15 


20 


25 


50 


[0095] Although no shown m the drawing, a photodetector for detecting Ihe emission light amount of the semicon- 
ductor laser element ^contained in the optical head 202. In the semiconductor laser driving circuit 205 a 
between the pho odetector output (the detection signa! of emission light amount of the semLnductorTaser 2m e m) 
and ^ em^sron hght reference s.gnal supplied from a record/reproduce/delete control phase generating ScuTSSfe 
feTnS °' lh6 driWn9 ajn «* to 1he inductor laser is effected based on ta££7* 


to ( « Various Operations Relating to Control System of Mechanical Portion ) ) > 
<< Start Control >> 


IS »r en * 9 ^ r ^° rdinS m6dium (0ptical disk) 201 is loaded on * e table 221 and the start control is 

started, the process according to the following procedure is effected. 

(1) A target rotation speed is notified from the controller section 220 to the spindle motor driving circuit 215 and a 
siTrt to ST ' S SPirK " e m ° tor 21 5 ,0 SPindl6 m ° tor 204 80 ,hat ^ Spi ™ ,,e motor 

(2) At me same time, a command (execution instruction) is issued from the controller section 220 to the foiwardina 
r^tordnv-ngarcu^ieandadriving current is supplied from the forwarding motor driving ^^^^ 

to^T-rZ- I? { m0t ° r) 203 50 35 10 ^ the °P t,cal head 202 to *e innermost position of 

he data recording medaim 201. As a result. H is confirmed that the optical head 202 lies on the innVr portion 
located inwardly from the area in which data of the data recording medium 201 is recorded 

SitS ™ UPPlied H° m •^ cond,,ctor laser drivi "9 circuit 205 to the semiconductor laser element in the 
epical head 202 ,n accordance w.th the reproducing light amount signal supplied from the controller section 220 to 
the recoroVreproduce/delete control phase generating circuit 206 to start the laser light emission process 
rii .™? P rr fP" 03 !! 0 " Iight amounts differ de P e "ding on the types of the data recording media (optical 
disks) 201 . At he staring time, a current supplied to the semiconductor laser element is set to a value correspond 
ing to the smallest one of the application light amounts. correspono 

2L? 1 * ™f ( "f I h0Wn) 816 ° ptical head 202 is set in farthest P 05 * 0 " <ram data recording 
medium 201 according to the command from the controller section 220 and then the object glass actuator driving 

SKI Jl Tf 9, T 50 38 10 Sl0W ' y m0V6 0bi6Ct 9lass towards the da * "Scrtng SumToT 

(6) At the same time, the focus deviation amount is monitored in the focus track error detection circuit 217 and 

^asTS^^ 

(8) The controller section 220 issues a command to the forwarding motor driving circuit 216 with the focus Iood kent 

« tT1 y move head 202 in 4,16 outer peripheral *«*" * the data '•^SESST 

™1m m £ 3 repr * ucad S ' 9nal frCm me ° ptiCal head 202 is moni,ored - ^ «•» optical head 202 
comes to the recordng area of the data recording medium 201. the movement of the optical head202 is stopped 
and rt issues a command to the object glass actuator driving circuit 218 so as to set the track loop ON 
• VO?' ttle , op,im " m amount at the reproducing time" and "the optimum light amount at "the record- 

Si ? 2T TS^ ? im6r P ° rtl0n °' th6 d3ta reCOrdi " 9 medium ^ tical 201 » reprJucXnd 
he data .terns are stored .nto the sem.conductor memory 219 via the controller section 220 

im^^nrl!^^ 011 ^^ 22 °; 3 Si9na ' cwres P ondin 9 to "»» oPti^m light amount at the reproducing 
*™ ,^ P h to,he J, e ^ re P rod i u <=e/delete control phase generating circuit 206 so as to set the lighTemission 
amount of the semiconductor laser element at the reproducing time again 

(12) Then the light emission amount of the semiconductor laser element at the recording/deleting time is set 
according to "the optimum light amount at the recording/deleting time" recorded in the data recording medium 201 


55 <( Access Control)) 


SpH nn^rl? ' 1,16 l0Catl !?- 01 reproducin 9 recordi "9 m ^ium 201 in which access destination data 
recorded on the data recording med.um 201 is recorded and indicating the contents thereof is different depending on 


J 
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the type of the data recording medium 201 . For example, in a DVD disk, the data is recorded in the navigation pack or 
the directory management area of the data recording medium 201 . 

[0098] Generally, the directory management area is collectively recorded in the inner peripheral area or outer periph- 
eral area of the data recording medium 201. Further, the navigation pack is contained in a data unit which is a VOBU 
5 (Video Object Unit) in a VOBS (Video Object Set) corresponding to the data structure of PS (Program Stream) of MPEG 
and data indicating the recording location of a next video image is recorded therein. 

[0099] When specified data is reproduced or recorded/deleted, data in the above area is first reproduced and the 
access destination is determined based on the data thus obtained. 

w (Rough Access Control > 

[0100] The radial position of the access destination is derived by calculations in the controller section 220 to derive a 
distance with respect to the present position of the optical head 202. 

[0101] Speed curve data for permitting the optical head 202 to travel the distance in the shortest time is previously 
is stored in the semiconductor memory 219. The controller section 220 reads out the data and controls the movement of 
the optical head 202 in the following manner according to the speed curve. 

[0102] That is, the controller section 220 issues a command to the object glass actuator driving circuit 218 to set the 
track loop OFF and then controls the forwarding motor driving circuit 216 to start the movement of the optical head 202. 
[0103] When the convergent light spot crosses the track on the data recording medium 201, a track error detection 

20 signal is generated in the focus track error detecting circuit 217. TTie relative speed of the convergent light spot with 
respect to the data recording medium 201 can be detected by use of the track error detection signal. 
[0104] In the forwarding motor driving circuit 21 6, a difference between the relative speed of the convergent light spot 
obtained from the focus track error detecting circuit 217 and the target speed data sequentially supplied from the con- 
troller section 220 is derived and it moves the optical head 202 while effecting the feedback control on a driving current 

25 which is supplied to the optical head driving mechanism (forwarding motor) 203 based on the derived difference. 

[0105] As described in the item < Optical Head Moving Mechanism >^ friction force always acts between the guide 
shaft and the bush or bearing. Dynamical friction acts while the optical head 202 moves at high speed, but static friction 
occurs at the time of starting of the movement or immediately before stoppage since the optical head 202 moves slowly. 
When the static friction occurs (particularly, immediately before stoppage), the friction force relatively increases. In 

30 order to cope with an increases in the friction force, the amplification factor (gain) of the control system is increased by 
a command from the controller section 220 to increase a current supplied to the optical head driving mechanism (for- 
warding motor) 203. 

(Fine Access Control) 

35 

[0106] When the optical head 202 reaches the target position, the controller section 220 issues a command to the 
object glass driving circuit 218 to set the track loop ON. 

[01 07] The convergent light spot is traced along the track on the data recording medium 201 to reproduce the address 
or track number of the traced portion. 

40 [01 08] The present position of the convergent light spot is derived based on the address or track number of the traced 
portion, the number of tracks different from the target position is calculated by the controller section 220 and the number 
of tracks necessary for movement of the convergent light spot is notified to the object glass actuator driving circuit 218. 
[0109] If one set of kick pulses are generated in the object glass actuator driving circuit 218. the object glass slightly 
moves in the radial direction of the data recording medium 201 and the convergent light spot moves to the adjacent 

45 track. 

[0110] In the object glass actuator driving circuit 218, the track loop is temporarily set OFF, kick pulses of a number 
corresponding to data from the controller section 220 are generated and then the track loop is set ON again. 
[0111] After completion of the fine access control, the controller section 220 reproduces data (address or track 
number) in a position traced by the convergent light spot and confirms that the target track is being accessed. 

50 

( ( Continuous Recording/Reproducing/Deleting Control > > 

[0112] As shown in FIG. 13, a track error detection signal output from the focus track error detecting circuit 217 is 
input to the forwarding motor driving circuit 216. At the "starting control time" and "access control time" described 
55 above, the controller section 220 controls the forwarding motor driving circuit 21 6 so as not to use the track error detec- 
tion signal. 

[01 1 3] After it is confirmed that the convergent light spot reaches the target track by the access, part of the track error 
detection signal is supplied as a driving current to the optical head driving mechanism (forwarding motor) 203 via the 
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motor driving circuit 216 according to a command from the controller section 220. In a period during which the repro- 
duction or recording/deleting process is continuously effected, the above control operation is continuously effected. 
[0114] The data recording medium 201 is mounted on the rotation table 221 with the central position thereof slightly 
eccentrically set with respect to the central position of the rotation table 221 . When part of the track error detection sig- 
5 nal is supplied as the driving current, the whole portion of the optical head 202 slightly vibrates according to the eccen- 
tricity. 

[011 5] Further, if the reproduction or recording/deleting process is continuously effected for a long time, the conver- 
gent light spot gradually moves in the outer or inner peripheral direction. When pari of the track error detection signal 
is supplied as a driving current to the optical head moving mechanism (forwarding motor) 203, the optical head 202 
10 gradually moves in the outer or inner peripheral direction accordingly. 

[01 1 6] Thus, the track loop can be stabilized by alleviating the load due to track deviation correction of the object glass 
actuator. 

((Termination Control)) 

15 

[01 1 7] When a sequence of processes are completed and the operation is terminated, the process is effected accord- 
ing to the following procedure. 

(1) A command for setting the track loop OFF is issued from the controller section 220 to the object glass actuator 
20 driving circuit 218. 

(2) A command for setting the focus loop OFF is issued from the controller section 220 to the object glass actuator 
driving circuit 218. 

(3) A command for terminating the light emission operation of the semiconductor laser element is issued from the 
controller section 220 to the record/reproduce/delete control phase generating circuit 206. 

25 (4) "0" is notified as a reference rotation speed to the spindle motor driving circuit 215. 

( ( ( Flow of Recording Signal/Reproducing Signal to Data Recording Medium ) ) ) 
( < Flow of Signal at Reproducing Time) ) 

30 

(Binary-Coding/PLL Circuit) 

[0118] As described in the item (Signal Detection by Optical Head 202 \ a variation in the amount of reflected light 
from the light reflection film or light reflective recording film of the data recording medium (optical disk) 201 is detected 

35 to reproduce a signal on the data recording medium 201. A signal obtained by the amplifier 213 has an analog wave- 
form. The binarizing circuit 212 uses a comparator to convert the analog signal to a binary digital signal of T and "0". 
[0119] A reference signal at the time of data reproduction is derived from the reproduced signal obtained by the bina- 
rizing circuit 212 in the PLL circuit 21 1. That is, the PLL circuit 21 1 contains a frequency variable oscillator and com- 
pares the frequencies and phases between the pulse signal (reference clock) output from the oscillator and the output 

40 signal of the binarizing circuit 212. The result of comparison is fed back to the oscillator output so as to produce a ref- 
erence signal at the time of data reproduction. 

(Demodulation of Signal) 

45 [0120] A demodulation circuit 210 contains a conversion table indicating the relation between the modulated signal 
and the signal obtained after demodulation. The demodulation circuit 210 restores an input signal (modulated signal) 
into an original signal (demodulated signal) while referring to the conversion table according to the reference clock 
obtained in the PLL circuit 21 1. 

[0121 ] The demodulated signal is stored into the semiconductor memory 219 via a signal line (a signal line directly 
so connecting the demodulation circuit 210 to the bus line 224) on the leftmost position in FIG. 5. 

(Error Correction Process) 

[01 22] The internal construction of an error correction circuit 209 is as shown in FIG. 5. That is, the interior of the error 
55 correction circuit 209 is roughly divided into an ECC block error correction processing section 225 and an electronic 
watermark data extracting section 229. Further, the electronic watermark extracting section 229 includes an address 
extracting section 226 for watermark data in an ECC block, temporary storage section 227 for electronic watermark 
matrix data, and electronic watermark data error correction section 228. 
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[0123] In the ECC block error correction processing section 225, an error position is detected for a signal stored in 
the semiconductor memory 219 by use of the inner parity code PI and outer parity code PO and a pointer flag of the 
error position is set. After this, a signal in the error position is sequentially corrected according to the error pointer flag 
while reading out a signal from the semiconductor memory 219 and then corrected data is stored into the semiconduc- 
5 tor memory 219 again. 

[0124] in a case where data reproduced from the data recording medium 201 is output to the exterior as a reproduced 
signal Sc shown in FIG, 13, the inner parity code PI and outer parity code PO are eliminated from error corrected data 
stored in the semiconductor memory 219, and the thus obtained data is transferred to a data input/output interface sec- 
tion 222 via the bus line 224. 

w [01 25] Then, the data input/output interface section 222 outputs a signal supplied from the error correction circuit 209 
as the reproduced signal Sc. 

<< Signal Format Recorded on Data Recording Medium 201 >> 
is [0126] A signal recorded on the data recording medium 201 is required to satisfy the following requirements. 

(a) Recorded data error caused by the defect on the data recording medium 201 can be corrected. 

(b) A DC component of the reproduced signal is set to "0" to simplify the reproduction processing circuit. 

(c) Data can be recorded on the data recording medium 201 with maximum permissible density. 

20 

[0127] In order to satisfy the above requirements, "addition of the error correction function" and "signal conversion 
(signal modulation/demodulation) for recorded data" are effected in the disk recording/reproducing section (physical 
series block) shown in FIG. 13. 

25 { < Signal Flow at Recording Time ) > 

(Error Correction Code ECC Adding Process) 

[0128] The error correction code ECC (Error Correction Code) adding process is explained with reference to FIG. 6. 

30 [0129] The internal construction of an ECC encoding circuit 208 is as shown in FIG. 6. That is, the ECC encoding 
circuit 208 includes an ECC block encoding circuit 208A and an electronic watermark data inserting section 233. Fur- 
ther, the electronic watermark data inserting section 233 includes an inserting address designating section 230 for 
watermark data in an ECC block, an electronic watermark matrix data temporary storage section 231 and a calculation 
section 232 for PI data and PO data of watermark data. 

35 [01 30] Data which is desired to be recorded on the data recording medium 201 is input to the data input/output inter- 
face section 222 of FIG. 13 as a recorded signal Sd in the form of original signal. The recorded signal Sd is stored in 
the semiconductor memory 219 of FIG. 6 as it is. After this, the following ECC adding process is effected in the. ECC 
block encoding circuit 208 A of the ECC encoding circuit 208. 

[0131] A concrete example of the ECC adding method using a product code is explained below. 
40 [0132] The recorded signal Sd is sequentially arranged for every 172 bytes for each column in the semiconductor 
memory 219 and one ECC block is formed of 192 columns (a data amount of approx. 32 kilo-bytes can be obtained by 
172 bytes (for each column) x 192 bytes (for each row)). 

[01 33] An inner parity code PI of 1 0 bytes is calculated for each column of 1 72 bytes is calculated for the original sig- 
nal (recorded signal Sd) in one ECC block constructed by "1 72 bytes (for each column) x 1 92 bytes (for each row)" and 
45 additionally stored into the semiconductor memory 219. Further, an outer parity code PO of 1 6 bytes is calculated for 
each row in the byte unit and additionally stored into the semiconductor memory 219. 

[0134] The total of 2366 bytes (= (12+1) x (172+10)) of 12 columns (12 x (172+10) bytes) including the inner parity 
code PI of 10 bytes and one column (1 x (172+10) bytes) of the outer parity code PO is used as a unit and data sub- 
jected to the error correction code ECC adding process is recorded in one sector of the data recording medium 201. 
so [0135] The ECC block encoding circuit 208A of the ECC encoding circuit 208 transfers data to the semiconductor 
memory 219 when addition of the inner parity code Pi and outer parity code PO is completed. 
[01 36] When data is recorded on the data recording medium 201 , a signal of every 2366 bytes of one sector is trans- 
ferred from the semiconductor memory 219 to the modulation circuit 207 via the signal line (shown on the left side in 
FIG. 6) directly connecting the bus line 224 to the modulation circuit 207. 

55 

(Signal Modulation > 

[0137] The signal modulation which is the conversion of the signal format is effected in the modulation circuit 20/ to 
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tionsyste. and courts the ^^J^^^^S^^^S^^^ 

(Recording Waveform Generation ) 

(Insertion of Electronic Watermark Data) 
[0152] F'G^a'towchartforillus^ 
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mark according to one embodiment of this invention. A method for recording data which the user forms and which is an 
object of protection of copyright requiring a copy protecting process on the data recording medium is explained with ref- 
erence to the flowchart. The process of the flowchart is effected by, for example, a micro-computer (CPU or MPU) con- 
tained in the controller section 220 of FIG. 13. 

5 [0153] After the user forms data contents of file data (S101), the storage process of file data is effected (S102). As 
part of the storage process effected by the user, a process (S1 03) for designating the storage location (one of the direc- 
tories under which data is stored) of file data, a process (S104) for registering the file name of the storage file and a 
process (S105) for registering the user password are effected. For data which requires the copy protecting process, the 
dishonest copy preventing process is effected by use of the registered user password.- 

w [0154] The above sequence of processes (S106) are the operations effected on the user side. The disk record- 
ing/reproducing apparatus receives data obtained by the user operation S106 and effects the following operation 
(S122). . - 

[01 55] First, the password data registered by the user is stored into the semiconductor memory 21 9 of FIG. 1 3. Then, 
as the encrypting process of the user password, an encrypt/decrypt processing circuit 223 shown in FIG. 13 reads out 

is the password from the semiconductor memory 219 and performs the encrypting process (S1 07). 

[01 56] The password thus encrypted is stored into the semiconductor memory 219 again. After this, the optical head 
moving mechanism (forwarding motor) 203 moves the optical head 202 to access the storage location (sector position 
on the data recording medium in which the directory is stored) designated by the user (S108). 
[0157] In a case where a DVD-RAM drive is used as the disk recording/reproducing apparatus, a file format called 

20 UDF which will be described later is used for the file management. In the UDF, a file name in the file management area 
is recorded in a file identifier descriptor FID as will be described later. 

[01 58] In FIG. 2, in the FID registering process $109 to the designated directory, the encrypted user password is read 
out from the semiconductor memory 219 and recorded into the file identifier descriptor FID (S1 1 1) after the file name 
registering process S1 10 in the file identifier descriptor FID. 
25 [01 59] After this, file data is FE-registered (the detail of the process is described later) (S1 1 2) and then the data con- 
tents storing process of renewed file data is effected (S1 13). 

[0160] In the data contents storing process, the storing process is effected (S113) according to the procedure 
described in the item (Error Correction Code ECC Adding Process 1 That is, the outer parity code PO calculation proc- 
ess (S1 14), inner parity code PI calculation process (S1 1 5), and the process (S1 16) for forming an ECC block (matrix) 

30 are effected and the results are stored in the semiconductor memory 21 9 (S120). 

[0161] Further, if the user password is registered in the user password registering process (S105) in the user opera- 
tion (S106), the process (S117) for calculating the outer parity code (P07 in FIG. 7B) PO of the user password, the 
process (S1 18) for calculating the inner parity code (P06 in FIG. 7B) PO of the user password and the process (S1 1 9) 
for forming an electronic watermark pattern (electronic watermark data a to p) corresponding to the registered user 

35 password are effected in the data contents storing process (S1 1 3). 

[0162] The electronic watermark data (a to p) is inserted into the preset position shown as an example in FIG. 1 
(S120). The process is the insertion (overwriting) process (S120) of electronic watermark data on the ECC block 
(matrix). 

[01 63] Thus, data in which a copy protecting password (electronic watermark data formed in the electronic watermark ' 
40 pattern forming process S1 1 9) is inserted into data (formed in the ECC block forming process S1 1 6) required to be pro- 
tected from being dishonestly copied is recorded on the data recording medium (such as a DVD- RAM disk) 201 (S121). 
[01 64] FIG. 3 is a flowchart for illustrating a processing method effected in a case where file data recorded on the data 
recording medium 201 according to the method explained in FIG. 2 is renewed. In the user operation (S106) in FIG. 3, 
the same 

45 [01 65] operation as the user operation (S1 06) in FIG. 2 is effected except that a file data name is selected instead of 
specifying the file data name. 

[01 66] In FIG. 3, when a data renewing process is effected, the process (S1 1 1 ) for registering the encrypted password 
into the file identifier descriptor FID of FIG. 2 is not effected. That is, the password used when file data is first recorded 
is continuously stored in the file identifier descriptor FID. 

so [01 67] At the time of data renewing process, since a person who renews data inputs the password, the password of 
a person who has renewed data is recorded in the electronic watermark data recorded according to the flowchart of 
FIG. 3. Therefore, if a person who first records the file data is different from a person who renews the data, the user 
password in the file identifier descriptor FID and the password in the electronic watermark data will become different. 
[01 68] At the time of reproduction of data from the data recording medium, both of the user password in the file iden- 

55 tif ier descriptor FID and the password in the electronic watermark data are read out and compared with each other, and 
then it is understood that a third party has renewed the file data. 

[0169] The process is effected according to the procedure of FIG. 3 when file data previously formed is copied on a 
data recording medium. 
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apparatus with reference to the accompanying drawings. 

[0186] Further, a second embodiment of this invention is explained in detail below for the medium and record- 
ing/reproducing apparatus with reference to the accompanying drawings. 

[0187] The feature of the second embodiment of this invention is that the electronic watermark in the ECC block is 
not based on the "data contents" of the electronic watermark data, but it is based on the "inserting position" indicating 
the position where the electronic watermark is inserted in the ECC block and the pattern in which the electronic water- 
mark is distributed. 

[0188] That is, as shown in FIGS. 10,11, and 12, the content (combination of "0" and "1 ") of the electronic watermark 
data has no meaning as the electronic watermark and only the "inserting position" of the electronic watermark has the 
meaning. In this case, the patterns of the electronic watermark inserting positions are expressed by symbols (for exam- 
pie, patterns A, B, C) and the symbols (A, B,, C) are recorded in the file identifier descriptor FID. Then, the dishonest 
copying is detected by comparing the pattern detected at the ECC decoding time and the pattern recorded in the FID. 
[0189] In the case of pattern A of FIG. 10, data in the extracted electronic watermark data inserting position is checked 
to detect electronic watermark data according to the detection rate of "1" (whether bits "1" of preset % or more are 
detected among the bits detected as the electronic watermark data or not). 

[0190] Specifically, an address pattern corresponding to the pattern A or the like is previously stored in the semicon- 
ductor memory 219 or the like (S201). Then, when the disk recording/reproducing apparatus reads out the pattern A 
from the file identifier descriptor FID of the disk, an address pattern (as shown in FIG. 10) corresponding to the pattern 
A is read out from the semiconductor memory 219, for example. The address pattern is compared with the electronic 
watermark data extracted from the error correction circuit of the optical disk to detect the similarity between them 
(S203). If the similarity is equal to or larger than a preset value, it is determined that the electronic watermark data is 
detected according to the pattern A stored in the file identifier descriptor FID and the validity of the disk is determined. 
[01 91 ] In the case of pattern B of FIG. 1 1 , it is effective to check data in the extracted electronic watermark data insert- 
ing position so as to detect electronic watermark data according to the detection rate of "0" (whether bits "0" of preset 
% or more are detected among the bits detected as the electronic watermark data or not). 

[0192] Determination of validity of a disk is made in the same manner as in the case of FIG. 10. it is understood that 
the inserting positions of the electronic watermark data are set on parallel tines in the case of FIG. 10 and are set on a 
letter "X" in the case of FIG. 11. 

[0193] In the case of pattern C of FIG. 12, data in the extracted electronic watermark data inserting position is 
checked and electronic watermark data can be detected according to the detection rate of a bit string of alternately and 
repetitively arranged "1" and "0". That is, in the pattern of FIG. 12, a bit string of alternately and repetitively arranged 
"1" and "0" is distributed on an oblique line. Also, in this case, when the pattern C stored in the file identifier descriptor 
FID is detected, an address pattern is read out from the semiconductor memory 219 according to the pattern C, for 
example. Then, the electronic watermark data extracted from the error correction circuit of the optical disk and the 
address pattern are compared to detect the similarity between them. If the similarity is equal to or larger than a preset 
value, it is determined that the disk is valid. 

[0194] The second embodiment of this invention has been explained in detail with reference to the accompanying 
drawings. 

[01 95] Next, a UDF format used in a DVD to which the copy protecting system of this invention is applied is explained 
in detail below. First, the UDF format used in the DVD is explained. 

< ( ( Schematic Explanation of UDF ) > > 

((WhatisUDF?)) 

[0196] UDF is the abbreviation of a universal disk format and indicates the "rule relating to the file management 
method" mainly for the disk-like data recording medium. CD-ROM, CD-R, CD-RW, DVD-video, DVD-ROM, DVD-R, 
DVD-RAM and the like utilize the UDF format specified according to "ISO9660" which is the International Standard 
Specification. 

[0197] As the file management method, a hierarchical file system which basically has a route directory as a parent 
and manages the file in a tree form is used. 

[01 98] In this example, the UDF format based on the DVD-RAM specification is mainly explained, but most part of the 
explanation can also be applied to the contents of the DVD-ROM specification. 
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<{ Outlined UDF)) 


(Recording Contents of File Data to Data Recording Medium) 

(a) data contents of file data; 

(b) a file name corresponding to file data- and 

(C) "ffT °!/ !* d3ta ( ° ne 01 ' he directories under which data is to be stored) 

medSS) ° *" ^ ^ re ' atinS 10 temS » and < e > « 0" f. data recording 

(d) the directory name (folder name) of each directory (folder)- and 

(Simple Example of Hierarchical File System Structure) 

[0205] The file management system of almost all of OS includina UNIX MacOS MS nn<* ^ *u 

which are the general ooeratina sv«;tpm (n*\ * ™n ,ng,ua,n 9 u ™*' wacob, MS-DOS, Windows and the like 
by an example in FIG 14 or 20 ' ' haS * * ie * m hierarchical *«*itb as shown 

(File System Recording Contents on Data Recording Medium) 

57. SrsiSEEKS Si* 01 "" (or ■* M> ,te - » -* i- 

™lf iTS*!.™ " d ' SC * , " SOTe ™ e "« **» - «*«* *«*« •» type of . lite art t» n. 
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[0209] The central portion of FIG. 14 indicates an example of the recording contents obtained when data of the file 
system structure as shown in the upper side of FIG. 14 is recorded on the data recording medium 10. The contents of 
the above example is more specifically explained below. 

5 * The contents of the route directory 401 are indicated in the logic block of the logic block number "1". 

[021 0] In the example of FIG. 1 4, only the sub directory 402 is present in the route directory 401 . Therefore, data relat- 
ing to the sub directory 402 is described in a file ID descriptor (FID) 404 as the contents of the route directory 401. 
Although not shown in the drawing, data of the route directory 401 itself is described in the same logic block by use of 
io a sentence of the file ID descriptor. 

[021 1] In the file ID descriptor 404 of the route directory 401 , the recording position of a file entry (FE) 405 indicating 
the position in which the contents of the sub directory 402 are recorded is described by use of the long allocation 
descriptor (LAD(2)). 

15 * In the logic block of logic block number "2", the file entry 405 indicating the position in which the contents of the sub 
directory 402 are recorded is recorded. 

[021 2] In the example of FIG. 1 4, only the file data 403 is present in the sub directory 402. Therefore, the contents of 
the sub directory 402 substantially indicate the recording position of a file ID descriptor 406 in which data relating to the 
20 file data 403 is described. 

[021 3] In the file entry 405, the short allocation descriptor therein describes (AD(3)) that the contents of the sub direc- 
tory 402 are recorded in the third logic block. 

* The contents of the sub directory 402 are recorded in the logic block of logic block number H 3". 

25 

[0214] In the example of FIG. 14, since only the file data 403 is present in the sub directory 402, data relating to the 
file data 403 is described by the file ID descriptor 406 as the contents of the sub directory 402. Although not shown in 
the drawing, data of the sub directory 402 itself is described in the same logic block by a sentence of the file ID descrip- 
tor. 

30 [021 5] In the file ID descriptor 406 relating to the file data 403, the recording position of a file entry 407 indicating the 
position in which the contents of the file data 403 are recorded is described by use of the long allocation descriptor 
(LAD(4)). 

In the logic block of logic block number "4", the file entry 407 indicating the position in which the contents (408, 409) 
35 of the file data 403 are recorded is recorded. 

[021 6] It is described (AD(5), AD(6)) that the contents (408, 409) of the file data 403 are recorded in the fifth and sixth 
logic blocks by the short allocation descriptor in the file entry 407. 

40 * In the logic block of logic block number "5 n , the contents 408 of the file data 403 are recorded. 

* ■ In the logic block of logic block number "6", the contents 409 of the file data 403 are recorded. 

(Method for Accessing File Data along Data of FIG. 14> 

45 [021 7] As described above, in the file ID descriptor FID and file entry FE, logic block numbers describing data items 
succeeding thereto are described. 

[0218] In the same manner as a method for reaching file data via the sub directory while descending the hierarchy 
from the route directory, the contents of the target file data are accessed while data in the logic block on the data record- 
ing medium 10 is sequentially reproduced according to the logic block numbers described in the file ID descriptor FID 
so and file entry. 

[021 9] That is, in order to access the file data 403 shown in FIG. 1 4, first, the first logic block data is read out and then 
the second logic block data is read out according to LAD(2) contained therein. Since the file data 403 is present in the 
sub directory 402, the file ID descriptor FID of the sub directory 402 is searched for to read AD(3). Then, the third logic 
block data is read out according to the readout AD (3). Since LAD (4) is described in the readout data, the fourth logic 
55 block data is read out, and the file ID descriptor FID relating to the file data 403 is searched for, the fifth logic block data 
is read out according to AD(5) described therein, and then the sixth logic block is reached according to AD(6). 
[0220] The contents of the description of AD (logic block number) and LAD (logic block number) are described later. 


19 


EP0 908 881 A2 

«( Specific Explanation of Contents of Each Descriptive Sentence (Descriptor) of UDF») 
< ( Descriptive Sentence of Logic Block Number)) 
* (Allocation Descriptor) 

°ata Racing Medium , a descriptor 

[0222], The allocation descriptor includes a long altocation descriptor and short allocation descriptor. 

(Long Allocation Descriptor) 

15 iii™ 

*> used for the calculation process by usTofTS ^ ' ,mplementation u ^ 412 expresses data 

(Short Allocation Descriptor) 

35 (Unallocated Space Entry) 

[0234] The unallocated space entry USEM^l^^ °' *" data reCordin S medium 1 °- 

« tive string 415. and alloJon^S 

* ^sriisr" descriptive string 415 ,he ,otai *** «*- - •» 
55 * s^^^s^^ 
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(File Entry) 

[0236] FIG. 18 is a diagram for illustrating an extracted part of the description contents of file entry which indicates 
the recording position of a file specified in the file structure having the hierarchical structure as shown in FIG. 14. 
s [0237] In FIG. 18, the file type = 1 in the ICB tag indicates an unallocated space entry, the file type = 4 in the ICB tag 
indicates a directory and the file type = 5 in the ICB tag indicates file data. 

[0238] The file entry includes a descriptive tag 417, ICB tag 418, permission data 419 and allocation descriptor 420. 

* The descriptive tag 41 7 indicates an identifier of the description contents and it is set to "261 " in this example. 

io * The ICB tag 418 indicates a file type and the contents thereof are the same as the contents of the ICB tag 414 of 
the unallocated space entry of FIG. 1 7. . 

* The permission data 419 indicates permission data for the record/reproduce/delete process for each user. It is 
mainly used for attaining the security of the file. 

* The allocation descriptor 420 describes the position in which the contents of the file are recorded by arranging the 
is short allocation descriptors for each extent. For example, they are arranged as FE(AD(*), AD(*) , AD(*)). 

(File ID Descriptor FID) 

[0239] FIG. 19 is a diagram for illustrating an extracted part of the file ID descriptor which describes data of the file 
20 (route directory, sub directory, file data and the like) in the file structure having the hierarchical structure as shown in 
FIG. 14. 

[0240] In FIG. 1 9, the file characteristic (fa each file type) indicates one of the parent directory, directory, file data and 
file elimination flag. As the setting example of the AV file identifier (424), 1) an independent extension (.VOB, for exam- 
ple) is attached as the file identifier, and 2) an independent flag is inserted into the padding (437). 
25 [0241] The file ID descriptor FID includes a descriptive tag 421 , file character 422, data control block iCB 423, file 
identifier 424 and padding 437. 

The descriptive tag 421 indicates an identifier of the description contents and it is set to "257" in this example. 

* The file character 422 indicates a file type and indicates one of the parent directory, directory, file data and file elim- 
30 ination flag. 

* The data control block ICB 423 describes the FE position (file entry position) corresponding to the file by use of the 
long allocation descriptor. 

* The file identifier 424 describes the directory name or file name. 

* The padding 437 is a dummy field added for adjusting the total length of the file identifier 424 and "0" (or "000h") is 
35 generally recorded in alt positions. 

[0242] In this invention, computer data (DA1 , DA3) and AV data (DA2) can be present at the same time in one volume 
space. In this case, two types of files, that is, computer file and AV file can mixedly be present as the file. 
[0243] As the setting method for setting the AV file identifier for distinguishing the AV file from the computer file, the 
40 following two methods are considered. 

1 ) A preset extension (.VOB, for example) is attached to the end of the file name of the AV file; 

2) An independent flag (not shown) is inserted in the padding 437 of the AV file (the flag of "1 " indicates an AV file 
and the flag of "0" indicates a computer file, for example). 

45 

[0244] Further, an encrypted user password can be recorded in the field of the padding 437. 
[0245] FIG. 20 is a diagram showing a file system structure obtained by more generalizing the file structure as indi- 
cated by the example in FIG. 14. In FIG. 20, numerals in parentheses indicate data relating to the contents of the direc- 
tory or logic block numbers on the data recording medium 10 in which the data contents of file data are stored, for 
so example. 

( < < Example of File Structure Description Recorded according to UDF)) ) 

[0246] The content (the structure of the file system) described in the item < Outline of UDF ) 3s explained below. 
55 [0247] As the management method of non-recorded position on the data recording medium (such as a DVD- RAM 
disk) 10, the following methods are provided. 
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[Space Bit Map Method] 
[Space Table Method] 

[0255] The contents of the main descriptors described in FIGS. 21 to 23 are as fellows. 

* T^T St3rt 445 indiCa,6S *" Stert P ° Si,ion of a volume sequence (VRS) 

* Extent area descriptive end 448 indicates the end position of the volume recognition sequence (VRS) 
A partrtion descriptor 450 describes partition data such as the size of the partWon ^ 1 

[0256] In the DVD-RAM, one partrtion is assigned for each volume as a general rule. 

* A logic volume descriptor 454 describes the contents of the logic volume 

o^l™^ 

* 2^^?Jr^S? ^ " ^ ' 09iC — ™- - «— reified 

* i££$F sequence 467 is a teckup area * da,a recorded in the "* 

( < ( Access Method to File Data at Reproducing Time ) ) ) 

m T5i ? re 15 T SpeCrfled pr0Cess 31 the b00t ,ime ' ,he lowing operation is effected 
ca«on descriptor (FIG. 15) (in tne exam P ,e of P, GS . 21 toT^W ^^^^^ 
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100th logic block). 

(4) The 100th logic block (400th in the logic sector number) is accessed to reproduce the file set descriptor 472. In 
the route directory ICB473 of the file set descriptor, a position (logic block number) in which the file entry relating 
to the route directory A425 is recorded is described in the form of long allocation descriptor (FIG. 15) (in the exam- 

s pie of FIGS. 21 to 23, LAD(102) is set, and therefore, it is recorded in the 102nd logic block). 

In this case, according to LAD(102) of the route directory ICB 473, the following operation is effected. 

(5) The 102nd logic block is accessed to reproduce the file entry 475 relating to the route directory A425 and read 
out the position (logic block number) in which data relating to the contents of the route directory A425 is recorded 
(AD(103) : recorded in the 103rd logic block). 

10 (6) The 103rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 

Since the file data H432 lies under the directory D428 series, a file ID descriptor FID relating to the directory 
D428 is searched for and a logic block number (LAD(1 10) : recorded in the 1 10th logic block, although not shown 
in FIGS. 21 to 23) in which the file entry relating to the directory D428 is recorded is read out. 

(7) The 1 10th logic block is accessed to reproduce the file entry 480 relating to the directory D428 and read out the 
75 position (logic block number) in which data relating to the contents of the directory D428 is recorded (AD(111) : 

recorded in the 1 11th logic block). 

(8) The 1 1 1th logic block is accessed to reproduce data relating to the contents of the directory D428. 

Since the file data H432 lies directly under the sub directory F430, a file ID descriptor FID relating to the sub 
directory F430 is searched for and a logic block number (LAD(1 12) : recorded in the 1 12th logic block) in which the 
20 file entry relating to the sub directory F430 is recorded is read out. 

(9) The 1 12th logic block is accessed to reproduce the file entry 482 relating to the sub directory F430 and read out 
the position (logic block number) in which data relating to the contents of the sub directory F430 is recorded 
(AD(1 1 3) : recorded in the 1 1 3th logic block). 

(10) The 1 13th logic block is accessed to reproduce data relating to the contents of the sub directory F430 and a 
25 file ID descriptor FID relating to the file data H432 is searched for. Then, a logic block number in which the file entry 

relating to the file data H432 is recorded is read out (LAD(1 14) : recorded in the 1 14th logic block). 

(1 1 ) The 1 1 4th logic block is accessed to reproduce the file entry 484 relating to the file data H432 and read out the 
position in which the data content 489 of the file data H432 is recorded. 

(12) Data is reproduced from the data recording medium in an order of the logic block number described in the file 
30 entry 484 relating to the file data H432 and the data content 489 of the file data H432 is read out. 

( < ( Specified File Data Contents Changing Method ) ) > 

[0258] Next, the processing method including the access method is explained in a case wherein, for example, the data 
35 content of the file data H432 is changed by use of the file system data shown in FIGS. 21 to 23. 

(1) A difference between the amounts of data contents before and after the change of the file data H432 is derived, 
the difference is divided by 2048 bytes, and the number of logic blocks which becomes necessary or unnecessary 
for recording data obtained after the change is previously calculated. 
40 (2) Data of the boot descriptor 447 in the area of the volume recognition sequence 444 as the boot area at the time 
of start of the disk recording/reproducing apparatus or at the time of loading of the data recording medium is repro- 
duced. The process at the boot time is started according to the description contents of the boot descriptor 447. 
At this time, if there is no specified process at the boot time, the following operation is effected. 

(3) First, the partition descriptor 450 in the area of the main volume descriptor sequence 449 is reproduced and 
45 data of the partition contents usage 451 described therein is read out. The recording position of the space table or 

space bit map is indicated in the partition contents usage 451 (which is also called a partition header descriptor). 

The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS. 21 to 23). 
so * The space bit map position is described in the form of short allocation descriptor in the column of the unallo- 
cated space bit map 453 (AD(0) in the example of FIGS. 21 to 23). 

(4) Access is made to the logic block number (0) in which the space bit map read out in the item (3) is described. 
Space bit map data is extracted from the space bit map descriptor, a non-recorded logic block is searched for, and 

55 use of logic blocks of a number obtained as the calculation result of the item (1) is registered (space bit map 
descriptive data rewriting process). 

(4*) Access is made to the logic block number (80) in which the space table read out in the item (3) is described. 
Data from the unallocated space entry USE (AD{*)) of the space table to USE (AD(*), AD(*)) of the file data I is read 
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lata in the item (1) is registered (space table data rewriting process). 

In the actual process, one of the processes (4) and (4*) is effected 
WNext. data of the logic volume descriptor 454 in the M^n^^dmctl^M^mm^ 

cajondescnp^ 

(7) The 100th logic block (400th in the logic sector number) is accessed to reproduce the file set descriotor 47? 

=XnS 

recorded i.,he 10 2nd logic Week based on UD(102> ^7ZZTZ^2U 0 %T "* * « '' S 

ffll T^ e ,SS ° P rJ! 0n ' S 6tfeCted aCCWdin9 10 ^f 102 ) in the rau,e di «ctory ICB 473. 

(8) The 102nd logic block is accessed to reproduce the file entry 475 relating to the route directory A425 and „»h 

( ^ b ' 00k nUmbe ° ' n WWCh **" re ' atn9 10 ^ C ° rtente °' the ^TeTX is ££Z 

(9) SnrpffS no h^oT 658 ^ 10 repr0duce da1a relafin 9 t0 ,he «**«* of the route directory A425 

< < < Specified Rle Data/Directory Delete Processing Method ) » 

[0259] As one example, a method for deleting the file data H432 or sub directory F430 is explained 

At this bm* f there ,s no specified process at the boot time, the following operation is effected 
(W data oftheiogic volume descriptor 454 in the area of the main voluLdescriptc: fejete 449 is repro- 

pie of FIGS. 21 to 23, it is recorded m the 102nd logic block based on LAD(102)) 

K» il» in^ 3C M r 1 n9 10 LAD(1 ° 2) * the r0U,e director y ICB 473 - the «owinB operation is effected 

(5) The102nd logic block ,s accessed to reproduce the file entry 475 relating to me'roie dirio" Snd read 
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out the position (logic block number) in which data relating to the contents of the route directory A425 is recorded 
(AD(103)). 

(6) The 103rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 
Since the file data H432 lies under the directory D428 series, a file ID descriptor FID relating to the directory 

D428 is searched for and a logic block number (LAD(1 10)) in which the file entry relating to the directory D428 is 
recorded is read out. 

(7) The 11 0th logic block is accessed to reproduce the file entry 480 relating to the directory D428 and read out the 
position (logic block number) in which data relating to the contents of the directory D428 is recorded (AD(1 11)). 

(8) The 1 1 1th logic block is accessed to reproduce data relating to the contents of the directory D428. 

Since the file data H432 lies directly under the sub directory F430, a file ID descriptor FID relating to the sub 
directory F430 is searched for. . 

Assume now that the sub directory F430 is deleted. In this case, a tile delete flag" is set in the file character- 
istic 422 (FIG. 19) in the file ID descriptor FID relating to the sub directory F430. 

Then, a logic block number (LAD(112)) in which the file entry relating to the sub directory F430 is recorded is 
read out. 

(9) The 1 12th logic block is accessed to reproduce the file entry 482 relating to the sub directory F430 and read out 
the position (logic block number) in which data relating to the contents of the sub directory F430 is recorded 
(AD(113». 

(10) The 1 13th logic block is accessed to reproduce data relating to the contents of the sub directory F430 and a 
file ID descriptor FID relating to the file data H432 is searched for. 

Next, assume that the file data H432 is deleted. In this case, a "file delete flag" is set in the file characteristic 
422 (FIG. 19) in the file ID descriptor FID relating to the sub directory H432. 

Then, a logic block number (LAD(1 14)) in which the file entry relating to the file data H432 is recorded is read 

out. 

(11) The 1 14th logic block is accessed to reproduce the file entry 484 relating to the file data H432 and read out the 
position in which the data content 489 of the file data H432 is recorded. 

In a case wherein the file data H432 is deleted, a logic block in which the data content 489 of the file data H432 
is recorded is released by the following method (the logic block is registered as the non-record state). 

(12) Next, the partition descriptor 450 in the area of the main volume descriptive sequence 449 is reproduced to 
read out data of the partition contents usage 451 described therein. The recording position of the space table or 
space bit map is indicated in the partition contents usage (partition header descriptor) 451. 

* The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS. 21 to 23). 

* The space bit map position is described in the form of short allocation descriptor in the column of the unallo- 
cated space bit map 453 (AD(0) in the example of FIGS. 21 to 23). 

(13) The logic block number (0) in which the space bit map read out in the process (12) is described is accessed 
and the "to-be-released logic block number" obtained as the result of the process (11) is rewritten to the space bit 
map descriptor. 

(13*) Ttie logic block number (80) in which the space table read out in the process (12) is described is accessed 
and the "to-be-released logic block number" obtained as the result of the process (11) is rewritten to the space 
table. 

In the actual process, one of the processes (1 3) and (13*) is effected. 

In a case where the file data H432 is deleted, the following processes are effected. 

(12) The same processes as the above processes (10) and (1 1) are effected to read out the position in which the 
data content 490 of file data I 433 is recorded. 

(13) Next, the partition descriptor 450 in the area of the main volume descriptive sequence 449 is reproduced to 
read out data of the partition contents usage 451 described therein. The recording position of the space table or 
space bit map is indicated in the partition contents usage (partition header descriptor) 451 . 

* The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS. 21 to 23). 

The space bit map position is described in the form of short allocation descriptor in the column of the unallo- 
cated space bit map 453 (AD(0) in the example of FIGS. 21 to 23). 

(14) The logic block number (0) in which the space bit map read out in the process (13) is described is accessed 
and the "to-be-released logic block number" obtained as the result of the processes (11) and (12) is rewritten to the 
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space bit map descriptor. 

[0260] In the actual process, one of the processes (14) and (14*) is effected. 
( < < File Data/Directory Adding Process ) > ) 

N» L A-« ? SpeCrfled Process 81 the boot « m * the ft" 1 ^ operation is effected 

descriptive data rewriting process) * ' registered (space bit map 

In the actual process, one of the processes (4) and (4*) is effected 
Jl Next, data of the .ogic volume descriptor 454 in me area of the main volume descriptive sequence 449 is repro- 

aileron descriptor (P, G . 15) frt is recorded in the m ^bJS^^^^/pg? 
(8. ^ISSZSZT' ^ accG|lc '' n 9 *° LAD(1 02) of die route dtaaory ICB 473 
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in which the file entry relating to the sub directory F430 is recorded is read out. 

(12) The 1 12th logic block is accessed to reproduce the file entry 482 relating to the sub directory F430 and read 
out the position (logic block number) in which data relating to the contents of the sub directory F430 is recorded 
(AD(113». 

5 (13) The 1 13th logic block is accessed to register the file ID descriptor FID of the directory or file data to be newly 
added to data relating to the contents of the sub directory F430. 

(14) The logic block number position registered in the process (4) or (4*) is accessed to describe the file entry relat- 
ing to the directory or file data to be newly added. 

(15) The logic block number position described in the short allocation descriptor in the file entry in the process (1 4) 
w is accessed to record data contents of file data to be added or the file ID descriptor FID of a parent directory relating 

to the directory to be added. 

[0262] In FIGS. 21 to 23, LSN is an abbreviated symbol indicating the logic sector number (LSN) 491, LBN is an 
abbreviated symbol indicating the logic block number (LBN) 492, and LLSN is an abbreviated symbol indicating the last 
is logic sector number (last LSN) 493. 

((Featured UDF» 

(Explanation for Feature of UDF) 

20 

[0263] The feature of the universal data format UDF is explained below in comparison with the file allocation table FAT 
used in a hard disk HDD, floppy disk FDD, optical-magnetic disk MO or the like. 

(1) In the FAT, the management table (file allocation table) of allocation of a file to the data recording medium is 
25 locally and collectively recorded on the data recording medium, but in the UDF, file management data can be dis- 
tributed and recorded in desired positions on the disk. 

Since management data is collectively controlled in the file management area in the FAT, it is suitable for appli- 
cation which requires the file structure to be frequently altered (particularly, for frequently rewriting application) (this 
is because management data is recorded in a concentrated position and can be easily rewritten). In the FAT, since 
30 the recording position of file management data is previously determined, it is necessary to use a recording medium 
of high reliability (having a less defective area). 

In the UDF, since file management data is arranged in a distributed manner, and it is suitable for application 
(mainly, additionally describing application) in which the file structure is not so often greatly changed and a new file 
structure is added later to a portion under the hierarchy (mainly, a portion under the route directory) (this is because 
35 an altering portion of the former file management data is less at the time of additional description). 

Further, since recording position of the distributed file management data can be freely specified, it is possible 
to record data in a position other than the inherent defective portion. 

Further, since file management data can be recorded in a desired position, the advantage of the FAT can be ■ 
attained by collectively recording all of the file management data items in one portion and it can be considered as 
40 a file system having a great deal of flexibility. 

(2) In the UDF, the minimum unit (such as the minimum logic block size or minimum logic sector size) is large and 
it is suitable for recording of video data or music data having a large amount of recording data. 

[0264] That is, the logic sector size of FAT is 512 bytes, but the logic sector (block) size of UDF is 2048 bytes and is 
45 thus larger. 

[0265] In the UDF, the recording position on the disk for file data and file management data is described in the allo- 
cation descriptor as a logic sector (block) number. 

[0266] A medium on which digital data having an error correction code attached thereto can be recorded is used as 
a data recording medium used in the copy protect system using the electronic watermark according to this invention. 
so Data obtained by adding electronic watermark data whose capacity does not exceed the error correction ability of the 
reproducing side to the digital data is recorded on the data recording medium. 

[0267] When data is reproduced from the data recording medium, the position in which the electronic watermark data 
is recorded on the data recording medium or the contents of the electronic watermark data are extracted and read out 
in a reproducing apparatus (or reproducing method) of this invention. Whether data recorded on the data recording 
55 medium is original data or dishonestly copied data is determined based on the thus extracted and readout data con- 
tents. 

[0268] The following effects can be attained by using the copy protect system using the electronic watermark accord- 
ing to this invention. 
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Claims 

1- A copy protecting method for an optical medium characterized by comprising: 

2. A copy protecting method according to claim 1 . characterized by further comprising- 

3 " iSSriSS^^ an outing step (SU, 

ing out and outputting only the certa^ d ' $k ^ Sa,d determinin 9 ««P and read- 

4. A copy protecting method according to claim 1. characterized by further comprising: 

of the disk based on the result o7 co^on ead °"* «"'at,on data and determining the validity 

5- A copy protecting method according to claim 1 . characterized by further comprising: 
an encrypting step (S1 07) of encrypting the collation data- 

i?5K 1 £3r ,B *" ^ "»*" dafa int ° •» "~ ^ fo " - *• ** storage area 
a ^ting step ( S1 33) of reading out and decrypting the encrypted collation data wrrtten in the preset posi- 
adetermining step (S138) of comparing the decrypted collation data decrypted in sa^d decrypting step and the 
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extracted watermark data and determining a validity of the disk based on the result of comparison. 

6. A copy protecting method according to claim 2, characterized by further comprising: 

5 a storing step (S201) of storing the collation data relating to the inserting position of the watermark data into a 

storage area (219) of a reproducing apparatus for the disk which effects said determining step; and 
a determining step (S203) of comparing the inserting position of the extracted watermark data and the collation 
data relating to the inserting position of the watermark data stored in said storing step and determining a valid- 
ity of the disk based on the result of comparison. 

w 

7. An optical medium characterized by comprising: 

a data storage area (28) formed on a disk (1 0), for storing data; and 

a plurality of ECC blocks (25, 11, 12, 13) provided in said data storage area, for storing watermark data (FIG. 
is 1 B, a to p) as ECC data together with a certain data. 

8. An optical medium according to claim 7, characterized in that the electronic watermark data is deleted by an error 
correction function in a reproducing apparatus for reading the optical medium. 

20 9. An optical medium according to claim 7, characterized in that said data storage area includes a data storage area 
(28) for storing collation data (PW) which is compared with the electronic watermark data, for determining a validity 
of the optical medium in a reproducing apparatus for reading the optical medium. 

10. An optical medium according to claim 7, characterized in that said data storage area includes a data storage area 
25 (28) for storing collation data (PW) in an encrypted form which is compared with the electronic watermark data, for 

determining a validity of the optical medium in a reproducing apparatus for reading the optical medium. 

1 1. An optical medium according to claim 7, characterized in that the watermark data consists of bits "1" or "0" and is 
regularly arranged in said plurality of ECC blocks. 

30 

12. An optical disk reproducing apparatus characterized by comprising: 

extraction means (FIG. 4, S136, 229) for extracting watermark data from ECC data of a disk in which the water- 
mark data (FIG. 1 B, a to p) is written as the ECC data in a data storage area (25, 1 1 , 12, 13) of the disk having 
35 a certain data stored therein; and 

reproduction means (222) for reproducing the certain data stored in the data storage area of disk. 

13. An optical disk reproducing apparatus according to claim 12, characterized by further comprising: 

40 determining means (219, 220, S1 38) for comparing the extracted watermark data with collation data (PW) and 

determining a validity of the disk based on the result of comparison; and 

outputting means (222, 224) for deleting the watermark data and error data from the certain data based on the 
ECC data and outputting the certain data subjected to the deletion process. 

45 14. An optical disk reproducing apparatus according to claim 13, characterized in that said determining means includes 
determining means (219, 220, S138) for reading out the collation data (PW) from the disk, comparing the extracted 
watermark data with the collation data (PW) and determining the validity of the disk based on the result of compar- 
ison. 

so 1 5. An optical disk reproducing apparatus according to claim 13, characterized in that said determining means includes 
determining means (219, 220, S133, S138) for reading out the collation data (PW) from the disk and encrypting the 
same, comparing the extracted watermark data with the encrypted collation data and determining the validity of the 
disk based on the result of comparison. 

55 1 6. An optical disk reproducing apparatus according to claim 13, characterized in that said determining means includes 
determining means (219, 220, S138) for comparing the inserting position of the watermark data in the ECC block 
of the extracted watermark data with the collation data having inserting position data and determining the validity 
of the disk based on the result of comparison. 
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